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Abstract of JP1 1327438 
PROBLEM TO BE SOLVED: To provide an 
electronic watermark system capable of 
preventing original medium data and an 
embedded electronic water mark from being 
easily separated from each other without 
allowing much original medium data to flow out 
and capable of specifying an alterator even 
when the insertion/detection or the like of an 
electronic watermark is distributed to plural 
servers or clients. SOLUTION: A 1st electronic 
signature part 2 electronically signs inherent 
information inputted from a medium data 
inherent information input part 1. An inherent 
information calculation part 8 calculates the 
inherent information of medium data inputted 
from a medium data input part 4. A 2nd 
electronic signature part 9 electronically signs 
synthetic information synthesized from digital 
information inputted from a digital information 
input part 7 and the inherent information from 
the calculation part 8. An electronic watermark 
inserting part 5 embeds the electrically signed 
synthetic information in the medium data. 
When inherent information in data transmitted 
from a transmission part 6 coincides with the 
inherent information outputted from the 1st 
electronic signature part 2, a registration 
server part 3 registers the medium data. 
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^mk^bixr-'yr^mix^i. 

[ooi6] jfm\\z xt%=fm^Lnxumruyy 

i^imhtztmrnmi. aytv-^wfV7f- 

xmmru 7?j,mm itzimmx-h -> x , mta^ 
ts^ u jf xmmr n / 5 a (iff tea > - ? \,z ^\ 

mmzm-cDW^m&itm^, imtp^x^tum 

IB^t^ 7t-^*^huIBXtV 7T-^SrW£t-|)H 
^Iffg^lt^S*. ^^l+ff^tL^EI^lffSkfilB^T 

^ 7r- ^ tss#-r< # asfMt m t ey&ffimizm-o 
m^m^m^. mmmr.com^-m^m^titzm 
m&s&wmzmmTmfrib ixmss? 4 7t~? 
izm&tit, mmm-^mfm^m^ ztitzm%>m 
b mmz-com^^mz ztiizmmtiimz 
&fr^comMimzmtxmm*T a 7t-?£t- 

?K-xt,z%MZ-£X^Z>. 

[0017] xmiizz&ttT&ipLtktiifflwrvrj 
^mmuzmmmmt. nyt° A <-^tz, xjiztiz 

*T4 7"r-?frt> tfl*> L £ toft § -It I. tz#W9Ff- 
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itfffifg t fit EEl^ff f8&l«f M'lf f8tf)£j£fi!*8fc 

to mwmmm. *mz ^mm i] m^nm h mm 
?-?K-xfr^mitzmmnzM^xmm^ 

fc r- ? Wffrfcf) ix as^j § -arc v ^ . 
[0018] «t sffi^STSta 1 t^KSiifPrn 

j* m m udmmxfo x , frieii^ ummmu 
iifttiis^s f^ttm§ti/i*^^tSrBtiia^f^r 

SIS* r <r 7r- ? *>Btfl! SteffttS £ s fiffB* r a 

^hffia^^n^^t fcttRS-tt. z.<nmm% 
-9(n^mWimLx^^. mimm^mm 

[0019] ^Sr*^, ^BJ^^f^LS^rA 

x&<* 

[0020] &tz. iSitoxriTT-fn&Bftk* 

<o*r a TT-?fr^%i?zwmmit%m*T a r 

momi-m^ zmtxm&XTA tt- 9 t 
tiximits, 

[00 2 1 ] %&XT4TT-9tl s &&Ztl&&&V- 



k . W&T<7T-?(?&mMfrt>&t>tlXZt:X 

Situs ts -HfcU/s^*3St?<7 r ^rf f -^*T-^ 

[0022]-^, ^TVTr-^*^^3i^L2rK 

[0023] anm^}t^LA%*2ti^^ f^rf- 
ixT~9K-xt^mmitzT~9^m : f-m 

[0024] ±fe^aT''*^ft£[itfrfii fSfc 

a-F^aTlf ^fcf3- H*S*fc ib^L. ^«J:tK 
[0025 ] *ir 4 7T-9frt>% = f-ffiP\'*fc 

ttrfh-sx^^xn, 7r>-?frhcDm : mfri 
comm^z±iim^m^m^y^T^-^a±. 

[0026] J; ot, t t*TA Tr- 

m^S-^ & Jfrf i fc t J: -5 T . m^P Lt^TA 7f 

[ 0 0 2 7 ] ifc, tu^ta T s r~90fflfi98Bik& 
[0028] 

mmcommcomm] mz, ^mncommmiz^xm 
mmmixmmi-i . m i ii*%Bi«^MicJ; s 

m^^L ^^TAWfltfig&^-f^n -y ^EaT*4 . El 

ii^r a r7-?mttmji® 1 1 . fs-oiM^ 

»2k, ft»t-^3k, ^T^TT-^A^IfP4 
. «TjS^ Uff ASP 5 h , mim 6 k, t A VtJVft 

mxj)W>i k . @wffi#f+E^8 k . 

[0029] ^<rV TT-^@WfflfSA^II5 1 frhtiM, 

tih. z\zx\ at a 7r-9 k\m±m^W)m. mi 
^■pk^tzT—txfoh. 

[0 0 30] tfc. tTlTVffi&tifflbtettlhtoT 
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'If m b IX iilhl & 7"n >y ? #ft£»Mfc L , #7"n -y 
^tDCT (Discrete Cosine Tra 
nsform) -ttOfiHIJfejS^SSfffll* 

b-?m<r>-xmtffoh. icD^mz-o^xte, m\m 
t, 199 3*mtm**3.V7-4 isyxwj* ■ 

S/yiKS^AWPK SCIS93-13A, 1993 

^ ) ( iiir. « 5 h ) mtzmiztv&mtfti 
[0031] mz\m%^ivx%htK m&a#<KL 
<DW-&<nn^t^m^^xm^mbth^b t 
t — mfctz ; tinx < , 207^ 

[00 32] 2 (4^ r 47 r- 9 m 

mxm 1 A7J £ ERrfflf *fc ,f^f^7 

*M3 *^W£^7f£^oVvC(4, fflx. 

if rjlftBf^-j (N#fl^ ££Btt, 1 

9 9 7^) ICWeii^-Ci^, 4fc, *f*& 
ttr -f i^Jl^&WFlWESi: t Wf^r *3 0 , R S 

[00 33] #^0J1£;kVva4Mlk4M^ 

smW&w^liA v ^ 3 - b ZMfe IX ^ 
£ . o a 9 , SB-OHOT^ 2 T(i@W1ff8 w > ^ 

[0034] *t 4 7t~? A^w>4\&m-m-Lm 

X-t&XT4 7T-?<7)}Jl E £®X't3i>. -tU4. ffl* 
\$X T 4 7f-^ #*»±IStf>*l£\ J P E G ( J o i n 
tPhotographic coding Expe 
rts Group) IFF (Tag Image 
File Format) i^-j^t-V-y NOf 

3yt^-^±^)f h7-^fwf- 

[00 3 5] @W1ffgftBIIS8(iP<T^ 7T-*Afl& 
4 ATI Stifc.* r 4 7r-^l5]^1f MtJTT 

zm%.tmmxh&„ *T4 7T~?m%wmAt)ffl 
i atj %ti%> m^mmmzitm^mmu 8 
hint^ft^s (EK^t-f ) turnout. 



[0036] T4V9)VmK)imfrW*T*AYT 
- ffyM i- U r- ? , ft 4 U4 <Hx£ tf)*I£"tt^A7J 

■r 4 . soas'FS&s 9 tim-^^s^aj 2 t mm 
m b mmmmw, 8 xtmz ti?M<m b*£&i 

U ^IffSfcig^frUfAiS 

?)iAtmb mmt ns&mw^ ^m^>. 
y^iw r 7t- ? <7)%m<7)n=m%* 

mc\bbts:h. 

[0037] 4^9)1^X^1^^^ 4 'J 9 )V 

mmbm\mi\%mmmtitzmmmb 

nmMkT 4 vtivffl&Am 7 t^coT 4 : J?m 
m7^y k Lizi><n*—wf~i? b LxWf »fe* 

[ 0 0 3 8 ] 4 , t" *> ^ *K0fflfflK>»ft & ^ AHIA# V ^ 

izb mwm @ wcj4*v w\ 

[0039] «^3S*> 5 (4^ r T 3 ?-* ATJ 

mfrh*.Jl%tit:* t 4 7f- ^ & m^** t 
4 £#>cOii:'ff # k L , m-^m-mm 9 X^hfifz% 

AjlZiltzf 4 VtlVffli&tT 4 7f~9 tiSatf'tt 

tz*T4 7'f-?£imt&, 

[0040] nTMfrimxt&t&b UT(4, mt 
imm^9 - 1 9 1 3 9 4^&m*?mm&rmmo 9 

5/14289 "Identifactaion/a 
uthentif ication coding me 
thod and apparatus", r t s J^)V 

j ( aft^^Bf # t 'ft u t- ^ >-^v 

7A(SCIS) 97, SCIS97-26A) ^fcBH 
^$tlTV^4^5:fflV^4^t^#4. 
[004 1 ] ilfigP 6 lim?S§a» Uff ASS 5 T-'li 1 }!*^ 

[0042] i^4, Mx.{4W-^7 bfgM^tlfcL 
AN (Local Area Network) it, 

11 WMSMTP (Simple Mail Tra 
nsfer Protocol) {X-lVMt ) ^Srffl 

wt-f ^jMfit-4 i fc i>-Br#gt'ft4 . jiff tibixco 
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[0043] mtf-rt®3 nm-com^m^m 2 -cm 

jWHS ftfclS-olfffi" 'If fBr - * fcsro 0 , * fc 

mm 6 *^«f ^ ^*^;n»«at«c:<offl*fl!«T- 
[0044] m^-'^3iiziii><vwm%Mh 

. 1 & a ^wf^f-i f< 

[ 0 0 4 5 ] a 2 i^m<o-mmmfc£imTMfr l 

* rr-^BRrfiffSA^as 1 atfts-^wssp 2 # 

Ag|53#«£*U SEcoHflcn^e*-* 1 2±ti2 

^T^rT-^A*a54fcm^s*»L»Aa55fcjMfia5 

[0046] 03 t4*JfflB«-HtfcWt J: IVfiSiPb 
ffAMJI&*t7n-f-r-hT"$)0s 04ttWJW 

v-h?*>l. i*ifeBll~H4**!liUT*S6W<0- 
£tfcffl til) m^®*' L r i« tz^Xfflftf 

[0047] *3m<n-m&mz£ ^If^LyXf 
A^7M7r-?tmiWL£ffAU %<D*t < 

jar, «»:±, ®±WT-?mmxfrotf, 
[0048] jiia^mi 1 ^ i^xfj^zmmt&coiz 

€iSf t & WA Lfc V M»jtIiT - ^Sr^fiL. BTtffif 

[0049] .hiaom^^txxxA&fijffl-rsi^. 
m-^f mm* r ^ rf- * soffit ^atjsp 1 fc±ia 

cDffitHT-?0@W'»?S£A7JU f^ti 1 ^^ 

2 xis-^ \\m<^mm^ * m ix snww to 3 

t}MI>. 

[0050] m-wiemMi. ^itjif^-^ 

m-^mTS^i52^fea»-9--^"g|53 fcli 



[005 1 ] -77, &-^ffl#tel^fc*^itIiT 
-*£*T-f 7r-? A?jS4£A;fJt&. £fti2S- 

?£ffl^l>£#>OA7K75 0 . ®-OfiJffl*ii7n «y t° 

TT-^ATJgHtATTfS-fcfc&S (H3^f77 
SI). fcS^li, ilBwrn^S^SSSLfeS-WEW 
<if ^ftj*H# m t . * - /I^CO^f SiT* 

yr&ft*- & £ b t> mtxh So A73§ ±Br- 
^iH^i^LflrAgtf 5&t/W»#ltS:g|58 tiSfetL 

[00 52] @^|f#lt^8(iA7J§iX/S#jW- 

^cogi^iffg^f+gt, f^swffifg&mr^m^w^ 

BP 9 t»t (@3Xf"y7°S2) . m-Of0ffl#{±^r 
-f TT-^A7]^4*^A7JStl^ff±IiT-^tWL 
T^L/iVvttfg^. t ^^^'tf#A7Jgl57tA7J-t 

s . ^ rtmvm\$ . w *. h t ^ ^ h r - ^ -c* 0 , n 
mt LxmmnhnmiL^tihtztb. 

[0053] T 'f >>^^'H#A^g|57ii:lgrcOflTO^ 

atj immmm-com=F%m 9 mi. m~co 
n^mzu 9 \m$ftmmmfrmt>tix # ^m^ 

ft ffi k r v'^/Hf fSATJ^ 7 jifeii-C s »ttffi 
fgt^^BJcU (H3Xr»/rS3) . ^^^Uc'tffg 

£.mr.mm<v&Fm% wmx mm* iftxw> 5 
taiij-ti (Ei3xf77S4) . 

[ 0 0 5 4 ] m^)8#>U?AS55 ti^r-f Tr-^ATJ 

xm&ts (ia3xx-yrs5) . mm&tm%tiffl 
vmTMP 1 1 ixmjhthfzn±mf~^ mm 6 

[0055] mTMfrimAUzmmi^>*-T^co 
mb^-t i><Dxm\vox\ zwmmm&m-t 

±ia^€?jg^U«#A^a(i®ii-9--^'^3 
f-«y7°S 1— S6) » 

[0056] &&-j'm3\im-<vt t : fm%to2ir>t> 
mm*<nwffimiT-9iMt>tix<&b (H4Xf- 

■y7°S 11, S12, S13), t6-*Mfr*ftM2"C 

tfe§ tifz%=m^ b mm??- 9 b m& txa < 

(m4Xr->vTS 14), 
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[00 571 ^m-^mstemmefr^m? 

r-f T-f-^SSftB^ffcfLtt (H4Xr>y7°S 1 
5) , ^^ffihBT-^tH^W^fi^tl (i4Xf 

-yrs 1 6 ) , zwri 7T-*a«ss#fc*tt&$-s 

O^'ft^WH' (@4Xf-'y7°S 17), &fg|fl!6ft> 
*rt $ fc»±Br - * feffl ffi L ^Mfiffgr- 
?£«^LT^|>[girf|^T-?k»« (047f 
>y7°S 18). 

[00 58] S»lJ--A'g53TJi®tffi?BT-^«-a 
fcWBLfcft ( 1214 -y 7° SI 9) s SHiiJ6*»fcBI 

4Xr-y7°S20) . ^Wttt. f-K-XV7h 
tS^SSSfr^kteSrS. ft. S£i^-Agg3T1i 
S^'tf fRr - * W^-&*5liS1- S k ( H4 y 7° S 

i9). mmm^mm^mzyva.--? 1 3 

(C3ffi5rt-* (@4 7.f 'y7°S2 2) . 

[ 0 0 5 9 ] a*: . n^mzcomzm IXHC A ( C 

ertif icate Authority: fgfM 

(0M B M Z Wt h . ft , ±f E<0p< tV 7 t- ? S«i 
tiSMSif— ^ ^ 3 fcSEflft 4 ffjLHr- fc*f LT 
fr;tah.S (04XT77S 1 1-S22) . 
[ 0 0 6 0 ] 0 5 ti^f^ffi^SWc J; S * f' <f 7 

lk. ^S* > LffiHilB2 2i: > 7f-?fft£8S 
2 3 k , BRrtfStmglJ 2 4 k , H« 2 5 

fc, ;vyi^ffBI$2 6k, r-^-Xg|J2 7 i: , a 
-y^fflJt«SI52 8f:. ft7J®K^2 9 ka^fllJfcSft 

[00 6 1 ] 7t- ?A7J^ 2 mHi^t^t $• 
fctfi**- 6 *** fc & 4 * r 4 7r*- * nXft^&X-b 5 . 
iWS, Wiii'fM^^H', JPEG^TI FFhVi 

[ o o 6 2 ] n=?m>Lih\m2 2fct*T* 7t-?a 
^wco-mmxigi^tzkdfc, n^ttummtE 

[0 0 6 3] ^ r^7r-^^SP 2 3 &*t4T¥- 



4 7t-* <£DHfl«!i, H^3i^ttt 

mgP2 2 k ^-iixmi^tixm 
[0064 ] mi'mmm 4 iyf^7f-?M 

$ 2 3 T«£ fifc * r <f 7f- ffrh, Xt4 7t- 
* £ 7"P -y ^|ifi«ffl*-fk L . #7*n >y ^ t"D C Tf^ic 
[006 5] r-^<-Xg|52 7{i^TV7T-^0® 

^T-^mm^mm^fixa^. mi-m^m 
ttkittbtembftm mt\i. ±^^47^- 
?izmtifcT4 iS9)wm) * mmmk%-ox^ 
>j?%<ki>mmi<zft&^xMm-hwm i Wi 
mtix^ Mmtfb h . m-m^mt^m^mm. 

k LTIi, W£tf#&#teHT*fl!**4£T8Wf J: 

x x^-th z. k t> we* s . *»^T(4«aE«wi* 
•c *> Mf- ^^-xgp 2 7 ttftws fit v ^ t o k -r 

[0 0 66] Kfrr-i- |-,1|!2 5 liHWIttfiifr 
Lk#'A7j£fti>k, 4i6futBMTfll«*aft7 f -^ 

w&ZT^-vt&itz&mm^z-^ti&hcokL. 

-Kb. ^T^7T-^^)El^Wfgk^^&K^ 
4 ?ti6^S=Sr'H# k co a -y ^ m f3 - k I 
X&jj-th* 

[ 0 0 6 7 ] a >y 5/ AfUSa 2 6 (iH^tf fgtmgP 2 4 

ipbftwri 7f~^mmwm^. r-^-x 
§B 2 7 ^«tss lt# titzm k muzm^timm 
k m^x^v 'y^mmm-h . ii-cti*^^ 

[0 0 68] A-yi/ A ftJ:tK^2 8i±r:^i(f[IA7J* 

i:tKL. *vim&Q!j)-t&. zc\x^?tmk\i. m 
m *> ^ k hmmmx\ir-'m hfrm^mmmx 
h h . wmm 2 9 (jA-y i/ a. mmm 2 8<dihmz 

mm^2 9 z*vhy-?*ftixwmm , mmz® 
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[ o o 6 9 ] si 6 ittmicomcomMMte x h * rv r 

[ o o 7 o ] tr. mm^xtm^^T^mmz 
%mmm-iixm^m^ ^<tmm 

[oo7i] mm^\ *t47t-?*J}U2 

£A7J-f£k (H6Xr>yTS3 1) N *0)A*Siifc 
XT4 7T~9ti>b tt&F&fr \M)m 2 2\zX^X%> 
=H8frl>imiiiZtl& (06*r 77S32) . 

u&ffls 2 2 T"«a}§ fifcrn^Fsta* 1 ti#&r ^ - h 

[00 72] ^f^Tf-^«fS2 31£Xt -f Tr 

- ^f^eaar 2 3 ^ fetist ^ t * tt- r&vnFF&fr 

h (06Xfy7S33). VPS*' L jWR(fcWlfc> 
TVTr-^(ili*Wt^2 4^i:5M^, SWflf 

(H6Xf77S34) . f^tl/SMtf 

[00 73] ;v y ^^1^352 6(i@^fflfg|+^2 4 
^fO^^S^fPK^^-k L/C?-**-** 
2 7 *> ^EEf flHBfctt iG LTS»$ fix niflHRS 

?^v y ^i£firjrt& (H6XrvTS3 6) . 
[0 0 74] W*r3-b*SP2 5fii-3-^r<^ 

XL-*852 7 £8!SgU S^f^OTtSA^irS. * 

^Utra-H-rS (i6Xf77S3 5) . 
[ 0 0 7 5 ] ;vy ^AffiJtRS52 8{iW*r3 - FIR 2 
5«f3-fmtA7^ fH*ffl 2 6 T"ff S § tlfi'\ 
■yy^fi^Ml (@6^f77S37) , ffi7j)SK 

®2 9w^vi'2.ffi&m2 8x*cDimmmzm^x 

[ 0 0 7 6 ] -f^bfe, {fJ*a^«2 9lfNv^a«Ut 

8) , *ft&#-&LfcB#tf)HlS (Wifcf, fflflff"^ 

&§S?ft& (06Xf77S39) . & 
tz , tfltjil^ 2 9 (±M-y v- *fiU£«g|5 2 8 W>Jt8*5 



fcSSfrfS (06Xf'y7°S4 1 ) . ft. ±120)^31 

*T"f7T-*£Tte*tLTfT*rfl* (06XT77S 
3 1~S4 1 ) . 

[0077] ^mcommmmt. mz^%pm-m 

fflV££&9»ft& - is*f-&t$bi£xm^c\lZ 
tmtLX^h. *cofctf\ T-f^-^2 7XS±> 

axm^tix^hf 4 ^^^m. *%tycD-mm 

tut? 4 vtivmtvm-mm&z z tim 
h. 

[0078] ^mco-mmMmimmnmu, mi 

tf * >y h V - ? ±T- 3 y r ^ 7 * & W t T 

(i. ^SOifi»^0'Hf8T-$> D . {li*iiS?i52 9cO 
tH7j{477^if'^a^ • fm&efflHfflitovyf--* 

[007 9] <r.rT\ HSLTv^v^ ±jit/i*% 
[ o o 8 o j ^^w-nsftfiajauffiw^ftwc 

ttm^S^ *JttlSfc> > -v >- a * JRS £ t * t 

0. ;vy x AthSSP 2 6 0 ^ttSW-^^tt^a 
^ J; S il f^T-S 5r ffl U T t 

[008 1 ] z\co£o m^S^L-k^rVTr-^ 

k Lfe 0 . ^^^&2XF^I» - k 
^<^;k*^k=SrS„ 
[ 0 0 8 2 ] ttz, 7C«^fV7f-?«SW3f^ 
x 4 TT^^^Si^-^'tl!3^«®iMO^k^l>^ 

[ 0 0 8 3 ] § ±34L-^*^^-MfeWMl!l 

Tj*-v®bixmm&ffl& t&zt x\ 

[0084] 

7 4 77- 9 L m At h tyXf 
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~tK% mttimt co^mmzmz.(omTm^m lx 
w^^'M- sftfcH* tit fgfc %zL<m^m^hm^ zti 

h z t IPCS h b v ^ SHfcG** & . 
[0ffiofgf#&IftBfj3 

[023 J; sm^®* 1 L AO 

[03] *^0-^KfeMtJ:l,m^^tWiA»lSr 
[04 ] #$HH»-!S*W1cJ:*.Xt< 7t- ^SMSWi 
[05 ] #WiH0ffi«SS*WKJ: < rf-^/j^ 

[063 A?&RH«ffi«fcM «t § ^ 7t- * j&> & 



1 t^-^ism^a^ 

2 gs-o^psfeis 



4 ^f^rf-MM 
5 

6 mm « 

7 ?4V9wmh-m 

8 SWIffSltSS 

1 1 m-com^y^?.-? 

12 jc«**3yeA-? 

13 JgHOWrjybV-? 

2 3 ^f^7f-^«3 

2 4 Bl^rffiffiHSgB 

2 5 #&t3-K& 

2 6 A-yS/afWS 



2 1 
22 



27 
28 



msmxm 
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